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ABSTRACT
This paper presents a structured pedagogical framework for inte-
grating blockchain decentralized application (dApp) development
into cybersecurity education through experiential, project-based
learning. The framework is implemented via a series of laboratory
modules that immerse students in authentic, project-based activi-
ties grounded in real-world use cases, including blockchain-based
diploma and transcript verification, cryptocurrency (Bitcoin) foren-
sic analysis, and secure supply chain management. Through these
activities, students gain practical exposure to distributed systems,
smart contracts, and security mechanisms within blockchain envi-
ronments. Preliminary classroom outcomes demonstrate increased
student interesting in learning dApp development, enhanced con-
ceptual understanding of blockchain and cybersecurity principles,
and improved preparedness for industry and research-oriented
roles. Overall, the proposed framework aims to (1) strengthen stu-
dents’ skills and awareness of blockchain source code vulnerabili-
ties, along with associated detection and mitigation techniques; (2)
systematically integrate blockchain vulnerability concepts into in-
formation technology and cybersecurity curricula; and (3) prepare
future IT professionals with a solid understanding of blockchain
attack surfaces and defensive strategies in real-world contexts.
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1 INTRODUCTION
As the role of blockchain technologies gradually increases in our
lives, source code security becomes a significant issue to protect
against malicious attempts. Therefore, there must be no errors made
by the software architecture engineers to create secure and reliable
blockchain-based software. Training our future blockchain devel-
opers in writing secure dApps is critical in applying blockchain
technology in real-world applications [11]. However, there are sig-
nificant needs in the education and training of a blockchain-ready
developer workforce [1, 10].

In recent years, Blockchain in the form of dApps have seen
widespread adoption. From cryptocurrency to supply chain man-
agement, these techniques have offered a means for automation
and process optimization. With the advent of ML, the adoption of
blockchain-based security research has increased as well, as have
practical applications, including intrusion detection and malware
analysis. The synergy between blockchain technology and Cyberse-
curity promises exciting possibilities. Unfortunately, advancements
in Blockchain and Cybersecurity have not produced concurrent
consumer education. For example, consumers often do not fully
appreciate the security implications of choosing proper passwords
or how machines can learn from data to detect cyberattacks. In
academia, the terrain for providing blockchain-centered education
on Cybersecurity is in its infancy, with many institutions offering
limited or very technical cybersecurity and Blockchain technology
learning opportunities. Acknowledging the benefits Blockchain pro-
vides, there is a strong need to merge these concepts into computing
education at all levels [12, 13].

Creating a cybersecurity-ready workforce that can defend evolv-
ing, 21st century cyber threats is necessary. However, there are
significant needs in the education and training of a blockchain-
ready workforce. One major impediment to blockchain education is
content delivery style. Security classes consist of highly Blockchain
technical lectures, dense handouts, and complex content that does



not fully engage students, in some way we ignore the venerabil-
ity of blockchain codes. Innovative techniques are needed that
incorporate cybersecurity content in accessible and creative ways.
Hands-on labs with Blockchain vulnerability detection are rarely
shown in cybersecurity education. Hands-on labs have been shown
to improve learning comprehension via learning by doing. In this
paper, we designed a set of hands-on labs to help blockchain de-
velopers and cybersecurity workforce to be aware of Blockchain
vulnerability[15].

This paper highlights the gaps in the nation’s cybersecurity
education-related blockchain technology and training landscape
and provides a successful framework that holds promise as a model
for addressing the skills gap in blockchain vulnerability detec-
tion. Targeting key concepts is ideal for reinforcing the current
blockchain tech curriculum, improving students’ blockchain de-
veloper programming skills, and equipping students with analysis
tools to form a secure blockchain programming habit [17, 21]. There
is high demand in demonstrating the gaps between curriculum and
industry addressed in this paper.

The rest of this paper is organized as follows. Section II presents
a literature review on cybersecurity workforce statistics, talents
that have been reported to be missing in new graduates, needs
and tactics used to fill the gap between education and the indus-
try’s market, and academic efforts to raise awareness on source
code vulnerabilities. Section III covers a detailed description of the
techniques used in designing these hands-on labs and a general
overview of this framework. Details on the concepts covered and
tools used for each hands-on lab category are provided in Section
IV. Students’ Feedback, Statistics on survey responses are provided
in section V. Finally. Section VI provides the conclusion and future
works.

2 RELATEDWORK
In this section, we first describe previous studies on blockchain vul-
nerability detection. Then, we review the prior work on blockchain-
centered education on Cybersecurity and dApp Development.

2.1 Blockchain Vulnerability Detection
Blockchain with smart contract has been increasingly used in fi-
nance, management, medical treatment, Internet of things, supply
chain and other fields, and smart contract is believed to be the
next generation of automation in inter-party agreements in the
blockchain-based systems [25]. Many methods have proposed for
smart contract detection. Parizi et al. [20] carried out a far-reaching
experimental assessment of current static smart contracts security
testing tools, for the most widely used Blockchain, the Ethereum
and its domain-specific programming language, Solidity, to provide
the first body of knowledge for creating more secure blockchain-
based software. Ressi et al.[23] proposed a degree-free graph convo-
lutional neural network (DR-GCN) and a novel temporal message
propagation network (TMP) to learn from the normalized graphs
for smart contract vulnerability detection. Specifically, they con-
structed a contract graph to represent both syntactic and semantic
structures of a smart contract function, and they designed an elimi-
nation phase to normalize the graph in order to highlight the major

nodes. Liu et al. [16] systematically analyzed four four perspec-
tives on how smart contracts empower Industry 4.0 and explored
the potential transition from digital industry to trusted industry
through case studies. Vidal et al. [28] proposed Dynamit, a moni-
toring framework to detect reentrancy vulnerabilities in Ethereum
smart contracts. Dynamit extracts features from transaction data
and uses a machine learning model to classify transactions as be-
nign or harmful. Dynamit can find the contracts that are vulnerable
to reentrancy attacks, and it also can get an execution trace that
reproduces the attack. Li et al. [15] studied the vulnerability de-
tection of Golang chaincodes. First, they summarized 17 kinds of
Golang chaincode vulnerabilities by investigating existing research.
Second, they proposed a chaincode vulnerability detection frame-
work by combining the dynamic symbolic execution and the static
abstract syntax tree analysis technology. They also implement a
supporting-tool that can detect the above 15 types of vulnerabilities.

2.2 Cybersecurity Education
The shortage of skilled professionals in Cybersecurity is one of
the strongest in computer science [27]. The 2025 (ISC)2 Cybersecu-
rity Workforce Report revealed a current gap of 3.1 million jobs in
Cybersecurity[2]. Moreover, the qualifications of the existing work-
force are largely believed to be insufficient jobs. The recent State of
Cybersecurity Report of the Information Systems Audit and Control
Association (ISACA) indicated that over 60 percentage of cyberse-
curity teams in the U.S. are understaffed and 50% of cybersecurity
job applicants are not well qualified[9]. The source code vulnerabil-
ities threaten the security of software systems, which has attracted
more attention in both academia and industry[8, 19]. To enhance
cybersecurity education, several studies leverage blockchain tech-
nology for cybersecurity education enhancement. Mittal et al. [23].
proposed a pedagogical tool for training in Blockchain using an ad-
versarial sandbox adaptive serious game approach for students and
technology professionals. They further proposed use of A.I. to en-
hance Non-Playable Character (NPC) interactivity based on player’s
responses. They planned to evaluate this serious game on a subjec-
tive metrics that is based on a game experience questionnaire. Tu
[26] expounded a blockchain-based architecture for transform cen-
tralised model of awarding and validation in to decentralized ledger
of secured database. The database is shared, replicated, and synchro-
nized for validation among the universities, partner institutions,
professionals, statutory or regulatory bodies and industry bodies
across the internet. The architecture offers secured collaborative
validating system by qualification exchange with Blockchain using
trust methods within the decentralized topology. Maulani et al.[18]
described the security of blockchain technology in digital certifi-
cates, and it aims to investigate the viability, efficacy and challenges
of blockchain technology in qualification validation, with an empha-
sis on implementing Blockchain for academic and non-academic
authorizations. The work in [18] is an exploratory research devoted
to architecture to transform the awarding of centralized degree
apprenticeship certification and validation to a decentralized ledger
from a convenient database.



2.3 dApp Development
There is a critical need for research focused on designing and evalu-
ating hands-on labmodules that integrate blockchain dApp develop-
ment into cybersecurity curricula through real-world applications
in higher education [14]. Such labs can enable students to move
beyond conceptual understanding by engaging in experiential learn-
ing that combines secure smart contract design, threat modeling,
and deployment on blockchain platforms. By situating learning
within the context of enhancing transparency and trust in higher
education institutions, this research can contribute to more effec-
tive pedagogical approaches that prepare students to build, assess,
and secure blockchain systems in practice, ultimately strengthening
both cybersecurity education and institutional trust infrastructures
[11]. Blockchain technology, combined with Self-Sovereign Identity
(SSI), offers a promising foundation for addressing these challenges
by enabling decentralized, tamper-resistant, and verifiable academic
credentials [22]. SSI empowers learners with ownership and con-
trol over their identities and credentials, while blockchain ensures
immutability, transparency, and verifiability without reliance on
centralized authorities [5].

3 HANDS-ON LAB DESIGN
In this study, we administered a Pre- and Post-survey to assess
students’ knowledge and comprehension of the topic prior to and
following lab completion. Students were required to complete a pre-
survey questionnaire designed to assess their level of knowledge
and experience with the topic. While working in the lab, students
were provided with supplementary learning materials to aid in
their comprehension of the concepts being discussed. In addition,
students have constant access to instructors and graduate assistants
for questioning. After completing the hands-on lab, students are
given a post-survey to assess their understanding of the concepts
covered in the lab. On the basis of the results of the post-survey, they
are provided with additional complementary learning materials,
and the subsequent lab is designed to complement and enhance
their comprehension of the previous lab [24].

Blockchain has become necessary for many different societal
industries and ordinary lives, including cryptocurrency technology,
supply chain, health care, public safety, education, etc. Therefore,
training our future blockchain developers to know blockchain pro-
gramming vulnerability and IT students’ cybersecurity is in high
demand [7]. In this work, we propose a framework including learn-
ing modules and hands-on labs to guide future I.T. professionals

towards developing secure blockchain programming habits and
mitigating source code vulnerabilities at the early stages of the
software development lifecycle following the concept of Secure
Software Development Life Cycle (SSDLC)

3.1 How to Create Non-Fungible Tokens (NFT)
In the first category of the lab, students are introduced to general
knowledge of blockchain technology, how to program using the
Ethereum Solidity programming language, and the IPFS technology.
In the first part of the lab, we introduce students to how smart
contracts work and the layout structure of the popular Ethereum
programming language. We further introduced them to the Open-
zeppelin smart contract library and how to implement them in smart
contract design. In this lab, we introduce the students to different
ERC (Ethereum Request for Comments) tokens based on fungibility
design and their respective applicable use cases. We expanded on
the ERC1155 and ERC721 token standards and structured the lab
to give the students hands-on experience developing their own
NFTs (Non-Fungible Tokens). At the end of the lab, the students
had created an ERC721 NFT standard and ERC1155 standard and
understood the differences between the two NFT standards and the
effective use case for each. To expand the knowledge of students on
smart contract security, we show them the importance of protective
modifiers and how to use them, and the implications if not used
where it is needed.

3.2 Off-Chain Transaction and NFT Royalty
In this lab, we further educate the students about blockchain tech-
nology, how to create off-chain transactions, and the security vul-
nerabilities associated with the design of the off-chain transaction.
We also exposed them to the different EIP (Ethereum Improvement
Proposals) designs for off-chain signature design and how to verify
the signature on-chain in the smart contract. To expand the knowl-
edge of off-chain signature design and on-chain verification, we
developed a smart contract that is compatible with both EIP 191,
EIP712, and EIP 1271 (the signature standard for smart contract
wallets). In addition to general knowledge of blockchain technology,
we introduced the students to how to write functionality test using
JavaScript test library, Chai and exposed them to hardhat frame-
works and its libraries. We test the smart contract for the different
signature support we designed in the smart contract. Additionally,
we educate them about NFT royalty, the benefits of royalty, how
to implement royalty standards in NFT smart contracts, and the
application of NFT royalty in everyday business activities. And



finally, to further expand the knowledge of students, we introduce
the students to the Ethereum ECDSA (Elliptic Curve Digital Signa-
ture Algorithms) signature design for off-chain transactions. The
students were introduced to different EIP (Ethereum Improvement
Proposal) standards, and the security vulnerabilities associated
with the EIP 191 and iterated on the advantages of EIP712 over the
EIP 191 standard. Figure 1 and Figure 2 show an overview of NFT
minting process without off-chain implementation and off-chain
implementation using EIP 712 ECDSA, respectively.

3.3 dApp for Students’ Credentials
To bridge the gap between theoretical instruction and practical
implementation of blockchain-based credentialing systems, this
hands-on designs a hands-on laboratory module centered on is-
suing academic diplomas and transcripts as blockchain transac-
tions. As shown in Fig. 3, the lab is structured to guide students
through the complete lifecycle of digital credential management,
from secure issuance to decentralized verification, using blockchain
as the underlying trust infrastructure. Students generate crypto-
graphic hashes of diploma or transcript documents, which are then
anchored to the blockchain through smart contract transactions.
This approach allows any verifier to confirm the authenticity and
integrity of a credential by recomputing and comparing hashes,

Fig. 3: Integrating blockchain into higher Education Creden-
tial verification system

thereby ensuring immutability while maintaining off-chain data
confidentiality.

Verification workflows are also implemented as part of the lab,
enabling students to design decentralized applications (dApps) that
allow employers or academic institutions to validate credentials
without intermediary involvement. In Table 1, the possible attacks
and mitigation are listed and students are given chance to imple-
ment and mitigate the risk in their hands-on lab.



Table 1: Attacks & Mitigation

Attack Description Impact Mitigation
Data Manipulation Attack Insider or hacker modifies

stored data before hashing
Fake grades or altered diplomas Store hashes on blockchain

Smart Contract Bugs Logic flaws allow unauthorized
minting

Fraudulent diplomas Smart contract audits, testnets

Privacy Leakage Personal data on public chain Legal & ethical risks Encrypt or hash before storing

3.4 Common Smart Contract Vulnerabilities
and Exposures

The third category of this hands-on lab is divided into two. The
first part includes secure coding practices and how to manually
investigate smart contracts for potential vulnerabilities. The second
part educates the students on how to use smart contract security
tools to investigate vulnerabilities. In the first part, we provided
the students with smart contracts with eight different vulnerabili-
ties. Having provided the students with basic knowledge of how to
write a secure smart contract and educative materials to learn about
smart contracts vulnerabilities, the students are required to identify
the vulnerabilities in these smart contracts, explain the implications
of the vulnerability, and fix them manually. This task was designed
to expand the students’ knowledge, help them gain hands-on expe-
rience, and teach them how to write a secure smart contract. We
expose the students to smart contract security tools in the second
half. Although there are many automated smart contract security
tools, we use Slither because it is free, beginner friendly, explains
the vulnerability in detail and example code, and suggests how the
vulnerability can be fixed. Slither is a static analysis framework
for smart contracts; it helps to identify vulnerabilities in solidity
smart contracts code in a few seconds. It can also be used for code
optimization and smart contract code review. We set up Slither in
the Ubuntu environment to analyze smart contracts with different
vulnerabilities. We also provide the unit test file for the smart con-
tract to ensure that the smart contract complies with the design
specifications after the vulnerabilities are fixed. Using this tool to
be mindful of the vulnerabilities and audit their smart contract’s
possible vulnerabilities even in the development phase.

4 STUDENT’S FEEDBACK

Fig. 4: Summary of Students’ Feedback from Hands-on labs

Table 2: Students’ level of familiarity with concepts after
taking hands-on labs

Concept Names No knowledge Intermediate
Blockchain 21% 79%

NFT 11% 89%
Ethereum Solidity 21% 79%

ECDSA 5% 95%
dApp 20% 80%

This research was carried out at Florida Agricultural and Me-
chanical University during the summer and fall semesters of 2024
and 2025. Students in the following classes were given blockchain
hands-on labs: Introduction to Computer Security, Network Secu-
rity and Cryptography, and Cyber-security. During the presurvey,
students were asked about their level of familiarity with the con-
cepts we were going to present, and after the hands-on lab, they
were given a few quiz questions to test their knowledge and un-
derstanding. Preliminary results are shown in Figure 4. The test
subjects included 38 undergraduate computer science majors and 7
graduate computer science students. The results of the question-
naire are presented below.

4.1 Blockchain applications
Survey results show thatmany (78.9%) students had beginner knowl-
edge of blockchain technology, and only 21.1% of them had no
familiarity with the concept. Similarly, 89.5% of the students have
general knowledge of NFTs, and 10.5% of the students had no famil-
iarity with the concept of NFTs. Also, most students are unfamiliar
with the smart contract programming language Solidity and have
never developed any blockchain applications before this hands-
on lab.Table 1 shows the students familiarity with the concepts
discussed after taking the labs.

The result of the survey shows there is an opportunity to increase
awareness of blockchain technology and its application among
computer science students. And to further expand their knowledge
on how to design scalable blockchain applications and write a
secure smart contract. At the end of the introductory hands-on labs,
we conducted another survey to measure the improvement in the
students’ understanding and knowledge of the concepts discussed
in the lab. The Figure 3 shows how the students’ knowledge has
improved after completing the introductory hands-on labs.



4.2 Secure Smart contract
Although many of the students have learn about blockchain tech-
nology and NFTs the survey shows that an overwhelming majority,
90% of the students have no familiarity with smart contract vul-
nerabilities and only 10% of the students have general knowledge
about the concept of smart vulnerability. We also carried out a
pre- and post-survey to evaluate the effectiveness of the hands-on
labs for this category. The Figure 3 shows the statistical plot of the
effectiveness of the survey.

We also asked the students some questions about their interest
in blockchain technology and their interest in learning about smart
contract development and smart contract vulnerabilities.

• 62.5% of the students are inspired to learn more about NFTs
by the hands-on lab

• The lab increases the interest of 64% of the students in
blockchain technology

• More than 60% of the students would like to learnmore about
smart contract vulnerabilities

5 CONCLUSION
This study presents a comprehensive method for teaching students
about blockchain technology and identifying flaws in smart con-
tract development and blockchain applications. This study aims
to teach students how to develop a secure blockchain application
and identify and protect against potential threats in blockchain
applications using a variety of methods and techniques. Software
engineers must be aware of these vulnerabilities and take the nec-
essary precautions to thwart attacks. By adhering to the design
guidelines discussed in the studies, students can design a secure
blockchain application that is resistant to vulnerabilities. In fu-
ture, we will consider various blockchain vulnerability and develop
more teaching materials for cybersecurity educations, especially
for dealing with future quantum attacks [3, 4].

Future work will focus on expanding, refining, and systemati-
cally evaluating the proposed framework for integrating blockchain
dApp development into cybersecurity education. A key direction in-
volves incorporating post-quantum cryptography (PQC) [6] into the
curriculum to address emerging quantum-era threats to blockchain
systems. Given the reliance of blockchain platforms on classical
public-key cryptographic primitives (e.g., ECDSA and RSA), future
laboratory modules will introduce quantum-resistant signature
schemes, hash-based cryptography, and lattice-based constructions
[? ]. Students will examine the implications of quantum comput-
ing on blockchain security, explore migration strategies toward
PQC-enabled architectures, and evaluate trade-offs in performance,
scalability, and interoperability [29].
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