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ABSTRACT

Misinformation that spreads through social media platforms is
becoming very important since artificial intelligence (Al) is helping
the spread of misinformation. A lot of misinformation spreads
through manipulated social media posts, and this can cause people
to reduce their trust in what they see online, and some people may
even be easily persuaded and believe what they see in these
manipulated posts. Since artificial intelligence is growing and
becoming the newest big thing, it’s being used to create posts that
are manipulated, and this makes it hard for people to distinguish
between real and manipulated posts. This research will analyze how
well people can assess social media posts and what factors play a
role in their ability to determine what posts are real from the ones
that are manipulated. A survey was conducted where people had
the opportunity to choose what post they believe is manipulated,
and then they were asked what made them choose that choice, and
then they rated their confidence level. After gathering all of the
results from the survey, the results will be compared with tools that
are already created for being able to detect misinformation that’s
generated by Al. Comparing the human results from the survey
with the detection tools will help determine if humans’ ability to
spot misinformation is just as good as the detection tools. This
research will highlight the difficulties of spotting misinformation
in Al-manipulated posts, and it will also show how the
cybersecurity side of things can help people continue to trust what
they see online with the help of detection tools.
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I. Introduction

Social media is one of the best and main ways that information can
spread since a lot of people use it. Social media can spread
information really fast, but this also means that misinformation can
spread just as fast, and this can cause a lot of problems. This can
cause problems because posts that are inaccurate and appear to be
real can influence people’s opinions, and it can reduce their trust in
sources that are actually credible and authentic. Due to the rise of
Al, it’s becoming very hard to determine what’s real from what’s
fake since Al is being used to create manipulated photos, videos,
and most importantly, manipulated social media posts.

chutima.boonthum@hamptonu.edu

This research will mainly focus on how people perceive and react
to social media posts in situations where it can sometimes be hard
to determine whether the post is manipulated or authentic. There
are three research questions that will be addressed throughout this
research: how accurately people can distinguish authentic from
manipulated social media posts, how their awareness of Al-
generated content affects their confidence in their ability to make
decisions, and how certain factors, such as age, technical
background, and their social media use, affect their ability to spot
misinformation. As mentioned before, a survey will be conducted
to see how well people can identify Al-manipulated posts and what
influences their decisions.

Also, as previously mentioned, this research will take into account
the role Al detection tools play, and this will help bridge the two
perspectives. One perspective is the technical solutions that are
being created to address Al-generated misinformation, and the
other perspective is the human difficulties of identifying
misinformation in social media posts.

IL. Methodology

A. Target Audience

The targeted audience for this survey is people who are at least 15
and up to 65+; having such a wide range of ages will help gather
different types of social media users, and this will also help reduce
biased results. Also, having such a diverse age group will allow for
high school and college students, working adults, and senior
citizens who use social media sites like Facebook, Instagram,
LinkedIn, and Reddit to participate. Having a wide range of
participants is very beneficial when it comes to analyzing how
people’s confidence in assessing social media posts and how their
ability to identify misinformation can be influenced by their age,
their social media usage, and their background experiences.

B. Research Approach

This research will use a survey-based methodology that will be
used to investigate how people perceive and react to
misinformation that they see on social media. In the survey, there’s
a section where participants will review a variety of real and Al-
manipulated social media posts, and they will select which post
they think is the manipulated one. Then, after they make their
decision, they will rate their confidence level (1-5) and select which
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factor influenced their decision (wording, image quality, prior
knowledge, or other).

Google Forms was used to help develop the survey, which helps
make it simple to gather and arrange all of the different responses.
The analysis of this research will derive from these three main
areas: the accuracy of the detection, the confidence in the
responses, and the impact of factors such as age, technical
background, and social media use on participants’ trust in what they
see online.

After all of the responses from the survey are collected, they will
be compared with current Al-based misinformation detection
systems to determine where human judgment and machine
accuracy vary. Comparing the two will help connect this study to
the cybersecurity side of things.

In addition to the social media platforms previously mentioned, the
survey will also be shared with the help of personal connections
outside of Hampton University. By collecting responses from peers
from other universities, such as North Carolina A&T, Winston-
Salem State University, Norfolk State University, and others, this
will help gather a more diverse range of responses. Also, reaching
people outside of my network who are from different age groups,
occupations, states, and even different countries will be easier with
the help of social media, specifically Reddit. Having multiple
different ways of gathering responses will help ensure that the data
collected from the survey is represented by a range of different
viewpoints and experiences. This also helps reduce data being
gathered from a single community, since this will reach a lot of
different people.

C. Literature Review

This section examines five important sources that discuss how
people trust what they see online, the different Al detection
techniques that are currently being used, and misinformation on
social media and its impacts. All of these sources are very important
because they explain how misinformation can spread, how people
view and recognize it, and how there are a lot of different tools that
are used to help identify and reduce the spread of misinformation.
Together, all of these sources support the human and the
cybersecurity side of this study.

Characterizing AI-Generated Misinformation on Social Media.
Drolsbach, C., & Préllochs, N. (2025).

This article explains how artificial intelligence is used to produce
and distribute manipulated posts on social media [5]. It also goes
into detail about why posts that are created by Al usually look
realistic and why these posts can be hard for people to recognize.
Also, the concept of my research is similar to this article’s
discussion of how challenging it’s becoming to distinguish
authentic information from manipulated information that’s
produced by Al This article is also helpful because it discusses how
people perceive misinformation and how Al systems are used to
detect it. Overall, this source strengthens the relationship between
cybersecurity and the human components of this research.
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Decoding Misinformation: Why We Fall for Fake News. Ispos.
(2025).

This source talks about how there are different behavioral and
psychological factors that can increase the possibility of people
believing and trusting misinformation that they see online [7].
Specifically, this source talks about how when people view social
media posts online, they’re influenced by a lot of factors such as
emotions, biases, and social norms. This connects with this research
because the overall purpose of this research is to determine how
people’s perceptions of social media posts are influenced by factors
such as their confidence levels and knowledge of Al-manipulated
social media posts. This source is a good source because it also
discusses that it’s important for people to educate themselves more
on Al-generated content, because this can help them recognize false
information more successfully. Essentially, this source provides a
broader understanding of why people typically trust
misinformation rather than trusted and confirmed facts.

Al in Disinformation Detection. Djenouri, Y., & Puczynska, J.
(2024).

This source is very important because it talks about how artificial
intelligence can be used to identify as well as stop the spread of
misinformation online [4]. It goes into more detail about how we
can use Al models and algorithms to identify certain patterns of
manipulation in text, photos, and videos. This is a very helpful
source because it can be used to compare the human responses from
the survey conducted in this paper with the Al detection results that
are discussed in this source. This source also supports the concept
that both humans and machines are crucial when it comes to
properly handling misinformation.

(Why) Is Misinformation a Problem? Adams, Z., Osman, M.,
Bechilvanidis, C., & Meder, B. (2023).

This is another good source because it explains the reasons why
misinformation is a constant issue in today’s society [1]. This
source discusses how fast misleading information can spread and
circulate on social media and how this affects people’s behavior
and confidence. It also emphasizes how hard it is to stop
misinformation from spreading online after it has already reached
a significant number of people. All of the concepts that are
discussed in this source explain the significant effect that
misinformation has on society, and this is a very relevant and
beneficial source for this paper.

How Misinformation on Social Media Has Changed News.
Micich, A. (2025).

This source highlights the impact of getting news from social media
platforms and how people trust what they see on social media [8].
More specifically, this source explains how there are engagement-
driven designs and algorithms on social media platforms like
Facebook and X (previously known as Twitter) that help the
circulation and spread of misinformation. This paper’s research
emphasizes how social media exposure and usage impact how we
trust what we see online, and this source reinforces that. This source
also discusses how user activity influences what people think or
question online, and this is also directly related to a section that’s
in the survey. Overall, this source provides a lot of important
background knowledge on how social media affects the accuracy
of information in today’s society.
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1. Survey Results

This section focuses on the results that were gathered for this
research to answer the three research questions that are outlined in
the methodology section. Also, this survey was broken up into 4
sections: Background and Demographics, Awareness and Trust,
Post Evaluation, and then Reflection.

What's your age?
204 responses

@ Under 18

@ 1824
2534

@ 3544

@ 45-54

@ 5564

@ 65+

Figure 1.1

After distributing the survey over the course of 2 weeks, I was able
to get over 200 responses from a diverse group of participants.
Starting with the background demographics section, this was the
first question in the survey, and about 50 percent of the participants
who took the survey were between the ages of 18 and 24; however,
the rest of the age groups were evenly divided, except for the 65-
plus age group, which was only about 2 percent of participants.

What's your gender
204 responses

@ Female
@ Male
Prefer not to say

Figure 1.2
This chart shows the difference in gender of the participants; more
females than males took the survey, it was about a 20 percent
difference.

What's your race?
204 responses

@ Black/African American
@ White/Caucasian
Asian
@ American Indian
@ Native Hawaiian or other Pacific Islander
@ Multiracial or Biracial
@ Prefer not to say

¢

Figure 1.3

For the race percentages in this chart, 51 percent African
Americans took the survey, then it was followed by 24 percent
white, and then other races were evenly distributed.
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What's your highest level of education (or currently pursuing)?

204 responses
Figure 1.4

This chart shows the highest level of education that the participants
have achieved, and as shown in the chart, the data was pretty evenly
distributed. There wasn’t an education level that was significantly
higher or lower than the others, and this shows that this survey has
a diverse group of participants from different backgrounds.

@ High School/GED or less

@ Some college
Bachelor's degree

@ Graduate degree

How many hours per day do you typically spend on social media?
204 responses.

@ Less than 1 hour
@ 1-2hours

34 hours
@ 5+ hours

/

Figure 1.5

For the set of data within this chart, this is very important because
how many of hours a day a participant typically spends on social
media can play a big role in how well they can spot posts that are
manipulated by artificial intelligence. Most participants, 41.2
percent, said that they spend 3-4 hours a day on social media. Then
that was followed by 27.9 percent of participants who said they
spend 1-2 hours on social media a day. Participants who spent more
than 5 hours a day on social media were pretty close, and that was
26.5 percent. Only 4.4 percent of participants said they spend less
than an hour a day on social media.

Are you familiar with artificial intelligence(Al)-manipulated content?
204 responses

@ Yes
® No

Figure 2.1

This is the first question within the Awareness and Trust section of
the survey, and this question provides insight into how familiar
participants are with Al-manipulated content. About 95 percent of
the participants said they are familiar with it, and only 5 percent
said no.
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How often do you encounter posts online that you suspect may be false or misleading?
204 responses.

@ Never

@ Rarely
Sometimes

@ Often

@ Very often

Figure 2.2

This second question in this section asks how often participants
encounter social media posts that they think are false or misleading,
and the options they were given were: never, rarely, sometimes,
often, and very often. There were 41.7 percent of participants who
said “often”, 35.3 percent said “sometimes”, 18.6 percent said
“very often”, 3.9 percent said “rarely”, and only 0.5 percent, which
is only one participant, said “never”.

How confident are you in your ability to recognize misinformation on social media?
204 responses.

100

87 (42.6%)

63 (30.9%)

33 (16.2%)
2(1%) 19 (9.3%)

1 2 3 4 5

Figure 2.3

This is the last question in this section. Participants were asked to
rate their confidence levels in being able to recognize
misinformation on social media, and this is very important because
the same question will be asked again after participants evaluate the
Al-manipulated social media posts. The participants were given a
1-5 rating with 1 being not confident and 5 being very confident,
and 2 participants chose 1, 19 participants chose 2, 63 participants
chose 3, 87 participants chose 4, and 33 participants chose 5.

What post do you believe is manipulated? *

Post A

Post B

Figure 3.1.1
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What post do you believe is manipulated?
204 responses

@ PostA
@ PostB

Figure 3.1.2

These two sets of figures are for the first question in the Post
Evaluation section, and in this section, the participants are
evaluating six sets of posts and figuring out which post in the pair
is manipulated. For the set of posts in the figures above, Post B is
the manipulated post. As you can see in the results data, 60.3
percent of participants got the answer correct, while 39.7 percent
got the question wrong.

How confident are you in your choice?
204 responses

80
76 (37.3%)

60
54 (26.5%)
40

32((157%) 20 (14.2%)

20
13 (6.4%)

1 2 3 4 5

Figure 3.1.3

What influenced your decision?
204 responses

@ Wording

@ Image quality
Prior knowledge

@ Poster B looks more like something a
human would make in a hurry — a result
that Al is relatively less likely to produce.

@ The patch on his head

@ Both wording and image

@ Al of the above

@ the wording is vague in the 2nd one

Figure 3.1.4

The two figures above are questions that are a part of the first set of
posts. These two questions ask the participants to rate their
confidence in their choice, as well as select what influenced their
decision, with a set of choices being: wording, image quality, prior
knowledge, or other, where users are able to leave an open-ended
response. For the first set of posts, 13 participants rated their
confidence as 1, 32 participants rated their confidence as 2, 76
participants rated their confidence as 3, 54 participants rated their
confidence as 4, and 29 participants rated their confidence as 5.
Also, for choosing what factors influenced their decision, 49
percent chose “wording”, 36.8 percent chose “image quality”, 11.8
percent chose “prior knowledge”, and 2.4 percent chose other.
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What post do you believe is manipulated? *

Post A

Pounds of Popular Seafood
Product Over Listeria Risk

Figure 3.2.1

What post do you believe is manipulated?
204 responses

@ PostA
@ PostB

Figure 3.2.2

The second set of posts is shown in the two figures above, and for
this set of posts, Post A is the manipulated post. There were 80.4
percent of participants who got the answer correct, and 19.6 percent
got the answer wrong.

How confident are you in your choice?
204 responses

100

75 83 (40.7%)

50 56 (27.5%)

45 (22.1%)
25
2(1%) 18 (8.8%)
0
1 2 3 4 5

Figure 3.2.3

What influenced your decision?
204 responses

@ Wording

@ Image quality

® Prior knowledge

@ Wording and image

@ Misspelling

@ The image i chose has more specific...
@ it had a generic name

@ Wording and misspelled word

iA 4

Figure 3.2.4
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For this set of posts, a lot of participants felt more confident. Only
2 participants rated their confidence as 1, 18 participants rated their
confidence as 2, 45 participants rated their confidence as 3, 56
participants rated their confidence as 4, and 83 participants rated
their confidence as 5. Also, for the factors that influenced their
decisions, 44.6 percent chose “wording”, 35.3 percent chose
“image quality”, 15.2 percent chose “prior knowledge”, and only

4.9 percent chose “other”.
What post do you believe is manipulated? *

Post A

Study examines how

artificial sweeteners
could influence
appetite and cravings

New Study Links These 6
Antificial Sweeteners to Faster
Cognitive Deciine

Figure 3.3.1

What post do you believe is manipulated?
204 responses

@ PostA
@ PostB

Figure 3.3.2

The third set of posts is shown in the two figures above, and the
manipulated post is Post A. The majority of the participants, which
was 52.9 percent, thought that Post B was the manipulated post.
However, 47.1 percent of the participants selected the correct
answer.

How confident are you in your choice?
204 responses

80

71 (34.8%)
60
51 (25%)
40
3B (T.0%) 31(15.2%)
20
15 (7.4%)
0
1 2 3 4 5
Figure 3.3.3
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What influenced your decision?
204 responses

@ Wording
@ Image quality
Prior knowledge
@ the text sizing and format for post b
—_— make it like regular article title while th...
N @ Not sure, intuition
@ guessed
@ too crisp
436% @ i feel like they would say which 6 brands
it was linked too

Figure 3.3.4

For the confidence levels, 15 participants were unsure of their
selection, and their confidence rating was 1; 36 participants rated
their confidence as 2; most of the participants, which was 71, rated
their confidence as 3, 51 participants rated their confidence as 4,
and 31 participants rated their confidence as 5. There were 43.6
percent of participants who chose “wording” as the factor that
influenced their decision, 41.2 percent chose “image quality”, 12.7
percent chose “prior knowledge”, and 2.5 percent chose “other”.
What post do you believe is manipulated? *

Post A

Hand Soaps and Sanitizers
Pulled From Shelves "1l
Nationwide Over Bacteria

That Can Cause Sepsis |
[

Post B

-

Recall Alert

Health Officials Expand
‘Warning: Popular Hand
Soap Brands Under
Investigation for Safety
Concorns

Figure 3.4.1

What post do you believe is manipulated?
204 responses

@ PostA
@ PostB

Figure 3.4.2

The manipulated post for the figure shown above is Post B;
however, most of the participants, which was 56.9 percent, chose
Post A. Only 43.1 percent of participants got the answer correct.
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How confident are you in your choice?
204 responses.

100

75 84 (41.2%)
0 49 (24%)
25 29 (14.2%) 27 (13.2%)
15 (7.4%)
0
1 2 3 4 5
Figure 3.4.3
What influenced your decision?
204 responses
@ Wording
@ Image quality

Prior knowledge

@ Whatis bolded

@ Bolding/word emphasis
@ Intuition

® guessed

Figure 3.4.4

The majority of participants were split in the middle and were
unsure about their selection. There were 15 participants who rated
their confidence as 1, 29 participants rated their confidence as 2, 84
participants rated their confidence as 3, 49 participants rated their
confidence as 4, and 27 participants were 100 percent certain and
rated their confidence as 5.

What post do you believe is manipulated? *

Post A

Post B

Study Finds
Dangerous Heavy
Metal L in
Popular Protein
Powders

Figure 3.5.1

What post do you believe is manipulated?
204 responses

@ PostA
@ PostB
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Figure 3.5.2

The manipulated post in the set shown above was Post B, and for
this post, it was very close, and there was only a 1 percent
difference in accuracy. There were 50.5 percent of participants who
chose the correct post, and 49.5 percent chose the incorrect post.

How confident are you in your choice?
204 responses

80

70 (34.3%)
60
49 (24%)
40 43 (21.1%)
20 25 (12.3%)
17 (8.3%)
0
1 2 3 4 5
Figure 3.5.3
What influenced your decision?
204 responses
@ Wording
@ Image quality

Prior knowledge
@ Lead doesn't seem right

Figure 3.5.4

For this set of posts, the confidence rating was split in the middle
as well. There were 17 participants who rated their confidence as 1,
43 participants rated their confidence as 2, 70 participants rated
their confidence as 3, 49 participants rated their confidence as 4,
and only 25 participants rated their confidence as 5. Also, the
majority of the participants, 66.2 percent, said the wording
influenced their decision, 17.6 percent chose “image quality”, 15.7
percent chose “prior knowledge”, and less than 1 percent chose
“other”.

What post do you believe is manipulated? *

Post A

Post B

Figure 3.6.1
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What post do you believe is manipulated?
204 responses

@ PostA
@ PostB

Figure 3.6.2

The sixth set of posts, which is the final posts in the survey, is
shown above, and the manipulated post was Post A. However, 51.5
percent of participants chose Post B, and 48.5 percent chose the
correct answer.

How confident are you in your choice?
204 responses

80

76 (37.3%)
60
50 (24.5%)
40
33 (16.2%) 34 (16.7%)
20
11 (5.4%)
4
1 2 3 4 5
Figure 3.6.3
What influenced your decision?
204 responses
@ Wording
@ Image quality
Prior knowledge
@ Teslalogo

Figure 3.6.4

A lot of participants were unsure about this set of posts as well.
There were 11 participants who rated their confidence level as 1,
33 participants rated their confidence as 2, 76 participants rated
their confidence as 3, 50 participants rated their confidence as 4,
and 34 participants rated their confidence as 5. There were 51
percent of participants who said the wording influenced their
decision, 33.8 percent said “image quality”, 14.7 percent said “prior
knowledge”, and less than 1 percent chose “other”.

Do you think Al makes it harder to trust what you see online? (If other, please write a sentence or

two)
204 responses

® Yes

® No
it depends

@ There was fabricated information on the
internet prior to Al's influence, i.e. the
dead internet theory.

@ Honestly | feel like it honestly depends

Figure 4.1
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In your opinion, what could help people better recognize misinformation on social
media? (Please write a sentence or two)

204 responses
Being informed on the tactics used by Al users and knowledge of the life we live.
Transparency on the original posters and relying on well established news reporters
Informing yourself
How the content was generated and links to factual information
Actually read the article or link attached to it
Stay off social media.
Making sure they check additional resources

Many people are likely unaware of the extent to which content is manipulated. These images
show how subtle the changes can be. Perhaps public information campaigns could target
populations that may be less discerning. Posters in public places like a subway station could
each a broad audience and encourage scrutiny in various aspects of media content.

Figure 4.2

The last section of the survey is the Reflection section, and it only
has three questions. The first two questions are shown in the two
figures above, and the first question asks the participants if they
think AI makes it harder to trust what they see online. 94.6 percent
of participants said “yes”, 3.9 percent said “no”, and 1.5 percent
said “it depends”. The second question is an open-ended question,
and it asks the participants what they think could help people
recognize misinformation on social media. Most participants said
“being aware”, “educating yourself”, and others went into more
detail.

Now, after finishing the survey, how confident are you in your ability to recognize misinformation on

social media?
204 responses

s 83 (40.7%)
50 52 (25.5%)
25 31(15.2%) 24 (11.8%)
14 (6.9%)
0
1 2 3 4 s
Figure 4.3

The last question of the survey is very important because it asks
users to rate how confident they are in recognizing misinformation
on social media, and this is important because this question was
also asked before evaluating the posts. There were 14 participants
who rated their confidence as 1, 31 rated it as 2, 83 rated it as 3, 52
rated it as 4, and only 24 rated it as 5.

Iv. Analysis of Results
A. The Overall Accuracy of Results

When it came down to picking the correct post that was
manipulated by Al, the accuracy percentages were practically split
down the middle across all 6 sets of posts. The first two posts were
the only ones where most participants were correct when it came to
identifying the correct post. However, for the last 4 sets of posts,
you can tell that people were starting to become unsure because half
of the participants would select the correct post, while the other half
would select the incorrect post. The post that was the easiest for the
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participants was the second set of posts (refer to Figure 3.2.1), and
the post that was the hardest was the fifth set of posts (refer to
Figure 3.5.1). The set of posts that were more heavily worded was
the one that seemed the hardest for participants to decipher. Also,
for the set of posts where the background images were practically
the same was also hard for participants to decipher because then
they had to rely on the captions in the post to help them determine
which post was the manipulated one. Overall, these findings helped
me address my first research question: how accurately can people
distinguish manipulated from authentic social media posts?

B. How Participant Awareness Affects Their
Confidence

My second research question that I wanted to address was: how do
confidence levels affect participants’ ability to make decisions? For
the overall confidence within the survey, the majority of the
participants were not confident in any of the posts except for the
second set of posts (refer to Figure 3.2.2). For all of the other posts,
most of the participants had ranked their confidence as 3, and this
shows that they were split down the middle when it came to how
certain they were about their selection. It was very interesting to
see how many people are unsure of what post was correct because
this shows that a lot of people don’t know what’s manipulated by
Al, and this is a very concerning issue. It’s also important to note
that there was a question in the survey that was asked twice, before
evaluating the posts, and after evaluating the posts, which asked the
participants to rank their confidence levels in being able to
recognize misinformation on social media. It was interesting to see
that before evaluating the posts, participants had felt that they were
very confident because the majority of the participants ranked their
confidence as a 4, and only 2 participants ranked their confidence
as a 1 (refer to Figure 2.3). However, at the end of the survey, the
confidence levels changed, and the majority of the participants
ranked their confidence as 3, and then 14 participants ranked their
confidence as 1 (refer to Figure 4.3). This shows that before
actually seeing misinformation online, people were overly
confident, but after being presented with sets of posts, it made a lot
of people question their confidence and realize that they might not
be as confident as they thought they were.

C. How Demographic Factors Influence
Decision Making

Another research question that I wanted to address was whether
there were any particular factors, such as age, education levels, or
other demographic factors would play a role in how well people are
able to spot Al-manipulated posts. After conducting the survey, I
noticed that all of the age groups were pretty mixed when it came
to deciphering which post was manipulated; there wasn’t a
particular age group that was able to get more correct answers
compared to other age groups. Also, when it came to education
levels and awareness of Al-manipulated content, that didn’t affect
any results either. There wasn’t a particular group or community
that was able to 100 percent accurate when it came to determinging
which post was manipulated.

D. Factors That Influence Decisions
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When the participants were selecting a factor that influenced their
decision, for each set of posts, the majority of the participants chose
the “wording” option, and “image quality” was a close second.
However, for the “other” option, which was open-ended, some
participants left some interesting comments. Some participants
pointed out the “bolding of the words”, others said “the image is
too crisp”, and some even mentioned “the text sizing and format”.
For the participants who left specific comments like that, they were
able to accurately choose the manipulated posts, and this shows that
even when you take the time to pay attention to minor details, this
could help you possibly more accurately detect which post is
manipulated.

E. Key Takeaways of Survey Results

Overall, after analyzing all of the results, it’s clear to see that it can
be hard for people to accurately determine which post is
manipulated by Al, and this can be a very concerning problem
within our society. This shows that a lot of people can be fooled by
minor details or even just the way certain things or worded to make
manipulated posts seem more convincing. After gathering all of the
results, only 3 participants out of 204 were able to accurately
identify all of the posts that were manipulated, and those
participants all came from different backgrounds and were in
different age groups.

F. Analysis of AI Detection Tools

Even though artificial intelligence is used to produce manipulated
social media posts, it can also be used as a detection tool. Al has
built-in systems that use natural language processing (NLP) and
machine learning [6]. NLP is a form of Al, and it helps computer
systems to be able to understand and even generate human language
[6]. Also, machine learning is very similar, and it essentially does
the same thing, but it also recognizes patterns within data so that it
can make decisions without the help of humans [6]. Both of these
Al systems are very helpful when it comes to detecting
misinformation that’s generated by Al because they can pick up on
things that humans may not easily notice or see. NLP and machine
learning are able to analyze text, which helps verify if posts are
authentic, and it’s able to detect misinformation within posts [6].
On the other hand, machine learning uses algorithms that learns
from data so that their performance can improve over time, and this
helps so that algorithms can be trained to detect misinformation due
to the patterns that they learn [6]. Along with NLP and machine
learning, there are also detection tools for deepfakes, and they can
see if social media posts have been manipulated [8].

Since there are a lot of different Al tools and features that are
currently in place to detect misinformation in social media posts,
this is very beneficial, and it brings a lot of strengths. One of the
biggest benefits of these tools is that they can scan large amounts
of data to detect misinformation [2]. Also, once it takes in those
large amounts of datasets, the tools are also being trained so that
they can improve their accuracy when it comes to the detection
process [6]. As mentioned earlier, a big concern with
misinformation in social media is that it can spread very quickly;
however, Al detection tools can help mitigate the rapid spread of
misinformation [2]. Having these Al detection tools also improves
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the public’s trust since these tools can offer an extra hand when it
comes to detecting misinformation on social media.

Even though Al tools can be beneficial and bring ease, they also
have many weaknesses. Sometimes it can be very hard for the Al
detection tools to be able to understand sarcasm and context, and
this is a very big issue if we were to rely heavily on Al detection
systems [6]. Another concern that these tools can bring is that they
can sometimes have false positives because they misidentify real
posts as manipulated ones [6]. Also, with deepfakes making things
look extremely real, they’re getting harder to detect by Al tools,
and in order to properly detect them, the detection systems need to
have more training [10]. Since these Al detection tools are being
trained with large sets of data, some of the data that they’re taking
in may have some biases, and this is an ethical concern because
these models could potentially be biased due to learning from
biased data [9].

G. Comparing Human Judgement & Al
Detection Tools

When it comes to humans being able to detect misinformation
within social media posts, there are a few factors in which humans
could possibly perform better than Al. For starters, humans are able
to understand tone, sarcasm, context, and they have common sense,
which are things that Al struggles with [7]. Along with those
factors, humans can also relate to what they see online and tie what
they see back to their own personal experiences. This is also
something that Al lacks since Al doesn’t have emotions or feelings
[7]. Humans can also combine their critical thinking skills with
their emotions, and this can help them better identify
misinformation in social media posts [10].

Even though humans could perform better due to having emotions,
there are also some situations where Al could outperform humans.
Artificial intelligence is able to detect Al at a higher rate compared
to humans since it has a 97% accuracy rate [6]. It has such a high
accuracy rate since Al is able to take in large amounts of data at a
time, and it can see small details in posts that humans aren’t able to
see [6]. Also, since Al doesn’t have emotions, it won’t fall for posts
that are emotional or persuasive [10].

Humans and Al detection tools have their own strengths of when
they would be better to use in certain situations; however, they both
have common struggles. For example, both humans and the Al
detection tools can struggle when it comes to determining if a post
has misinformation, as shown in the results of my survey, as well
as research that shows where Al has failed [5]. Also, when it comes
to social media algorithms, they often push out more
misinformation due to a lot of people engaging with it, and this can
cause humans to be more likely to fall for misinformation since a
lot of people are engaging with the post, so it may seem as if the
post is true or real [2]. It’s important to remember that humans or
Al can’t fully detect misinformation by themselves, and it’s best
when combining the two together [1].

H. How We Can Protect What We Believe Online
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It’s important to protect what we believe online because what we
fall for can have a large impact on things that we may not even
think of. Misinformation on social media can influence elections,
crises, health concerns, and just overall any major topic that may
be going on in the world [9]. The results of my survey show how
easy it is for people to fall for misinformation because Al can make
things look very realistic. In order for humans not to fall for
misinformation that’s produced by Al, they have to educate
themselves in the patterns or details that Al usually uses [7]. It’s
also important for people to educate themselves on a topic that they
may see in a post instead of just automatically following it [10].
Also, social media platforms should integrate more Al control
within their systems so that they can improve transparency as well
as moderate content that’s produced by AI [2]. Social media
platforms also need to do a better job at encouraging users to fact-
check what they see online, especially before they start sharing
posts [10]. Also, social media platforms need to push out more
credible news outlets to people’s algorithms instead of just pushing
what’s currently popular or trending at the moment, because this
could help reduce the spread of misinformation [10].

V. Conclusion

This research was conducted to prove how hard it can be for people
to detect misinformation in social posts. Since a lot of people have
social media, this increases the amount of misinformation that’s
being spread online through social media, and artificial intelligence
helps play a role in that. Artificial intelligence is growing every
single day, and it’s becoming more advanced; so advanced that it
can produce Al-generated social media posts that can spread
misinformation, and this makes it even harder for people to detect
misinformation in social media posts. Throughout this research,
there were three research questions that I addressed: how accurately
people can spot Al-generated social media posts, how confident
people are, and what demographic factors play a role in detection.
After gathering and analysing all the responses from my survey, it
answered my research questions by proving that people struggle in
determining what’s authentic vs manipulated, people realised that
it was more difficult to decipher posts than what they had originally
thought, and demographics didn’t really have an effect on how well
people could decipher the posts. Also, as mentioned before, only 3
participants out of 204 were able to correctly identify which posts
were Al-generated, and this is very concerning because it shows
that a lot of people fall for misinformation that’s produced by
artificial intelligence. Also, within this research, I wanted to
compare human judgment and Al-detection tools to see if they align
or differ when it comes to detecting Al I noticed that humans detect
Al better when it comes to dealing with emotions and tone within
apost, Al-detection tools are better because it can recognize certain
patterns that humans aren’t able to see, but both humans and Al-
detection tools have areas where they lack so it’s important to
remember that we should combine human judgement and Al-
detection tools in order to get the best results. After conducting this
research, I learned that misinformation that’s produced by Al has a
huge negative impact, and since it’s starting to look more realistic,
it can have an effect on info about elections, health issues, etc., and
this weakens the trust that people have in information that’s
produced online. In order to mitigate the issues that Al-generated
social media posts cause, as a community, we need to work together
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to promote media literacy and to always fact-check what we see
online. Also, social media platforms need to improve their Al-
detection tools so that they can fact-check better and flag posts that
are Al-generated so that users can be aware and not blindsided. So,
hopefully this research shows how important it is to take the extra
steps to become more aware of what you’re seeing online and to
educate yourself before you believe what you see, because Al can
scarily produce posts with misinformation and make them seem
like they’re real.
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