
Feature Effect Visualization in Cybersecurity: A Study of PDP and
ICE

Clarence Bostic∗
clarence.bostic@my.hamptonu.edu

Computer Science Department, Hampton University
Hampton, Virginia, USA

Janett Walters-Williams†
janett.williams@hamptonu.edu

Computer Science Department, Hampton University
Hampton, Virginia, USA

ABSTRACT
The integration of Artificial Intelligence (AI) into cybersecurity
has significantly developed advanced threat detection and analysis.
However, due to the deep learning nature, the inherent opacity that
comes with these “black box” models creates doubts in the decisions
of incident investigation. Explainable Artificial Intelligence (XAI)
is the backbone of the future of this transparency gap, by utilizing
visualization tools to make these decisions more interpretable. This
paper examines two feature-visualization tools in cybersecurity:
Partial Dependence Plots (PDPs) and Individual Conditional Ex-
pectation (ICE) plots. We analyse the differences between PDPs,
which are global explanations, by averaging the effects, and ICE
plots, which offer local instance-level insights, to show heteroge-
neous attack patterns. By evaluating these methods with the focus
of improving cybersecurity intrusion detection and malware anal-
ysis. This study highlights the necessary balance between clarity
and depth to enhance operational reliability in AI-driven security
systems.
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1 INTRODUCTION
Artificial Intelligence (AI) has become deeply embedded in different
sectors, including cybersecurity, healthcare, finance, engineering,
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and public policy. The introduction of advanced Deep Learning (DL)
models has significantly improved capabilities such as threat detec-
tion, anomaly analysis, automated response, and real-time decision-
making. However, while these systems achieve high predictive
accuracy, their internal reasoning processes are often opaque—even
to experts, creating a major challenge called the “black box” prob-
lem that creates a critical dilemma: "AI is trusted to make critical
decisions, yet the logic behind those decisions is difficult to understand,
validate, audit, or regulate" [10].

In cybersecurity, particularly within critical infrastructure envi-
ronments, this opacity introduces serious risks. Analysts may see
that activity was flagged as malicious, but may not understand why.
This weakens trust in automated defences, complicates incident
investigation, obscures accountability, and makes it harder to de-
tect bias, data poisoning, adversarial manipulation, or model drift
after updates. Unlike traditional rule-based “white-box” systems,
AI-driven defences often trade interpretability for performance,
creating tension between efficiency and the non-negotiable require-
ments of reliability, auditability, and compliance.

In response, the field of Explainable Artificial Intelligence (XAI)
has emerged to address this transparency gap. XAI seeks to “open
the black box” by making AI decisions understandable without
sacrificing performance. Its objectives are both technical and ethi-
cal: building stakeholder trust, enabling debugging and validation,
detecting and mitigating bias, strengthening accountability, and
satisfying regulatory demands for explainability.

Major initiatives, such as DARPA’s XAI program and NIST’s ex-
plainability principles, underscore the growing recognition that AI
systems must be not only powerful, but also understandable, trust-
worthy, and accountable [3]. As AI continues to expand into critical
real-world applications, explainability is no longer optional—it is
essential to ensure that advanced systems strengthen security and
decision-making rather than introduce new vulnerabilities.

2 UNDERSTANDING XAI
XAI has become the backbone for improving understanding, trust,
and operational reliability in AI-driven cybersecurity systems. In
the ever-increasing use of machine learning models in cybersecu-
rity, these models have grown to reach all aspects of cybersecurity;
intrusion detection, automated incident response, but the opacity
of these models limits cyber-analysts’ confidence in just "accepting"
the content produced, making analysts need to check over twice on
the output just for confidence. Research in a cybersecurity contexts
emphasizes that explainability over an machine learning output
can improve human understanding of alerts, it would support vali-
dation of a model behaviour, and enhances adoption in real-world
security operations centers. [4, 5]. Within XAI, there are numerous
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Figure 1: A Venn Diagram showing the connections between
words in XAI domains [12] .

concepts and phrase that are used to characterize XAI: intelligibility,
explainability, transparency and interpretability. Intelligibility and
Explainability are explained similarly as concepts, and on Figure
1, you can see the relationship between these terms.

In most recent years though, the definition for interpretability
has changed into an term information extraction, not necessar-
ily providing explanations [12]. Explainability on the other hand,
has not changed; it is the ability for an AI system to explain the
internal decisions and decision-making, making them more human-
digestible. Transparency refers to the degree to which users can see
and understand how a model processes data and reaches decisions,
including insight into its structure, logic, and feature influence. In-
terpretability focuses on how users understand the meaning of a
model’s decisions and outputs. Together, these principles aim to
reduce the trade-off between predictive accuracy and explainability
that characterizes many modern AI systems. In 2020, the National
Institute of Standards and Technology (NIST) formalized the need
for XAI by introducing four core principles: Explanation (sys-
tems must provide evidence or reasoning for outputs),Meaningful
(explanations must be understandable to the intended user), Expla-
nation Accuracy (explanations must faithfully reflect the system’s
actual processes), andKnowledge Limits (systems must recognize
when outputs are unreliable or outside their design scope). These
principles reinforce the role of XAI in cybersecurity governance
and accountability[4].

2.1 XAI Methods
Over time, a comprehensive taxonomy of XAImethods has emerged,
particularly within cybersecurity applications. A central distinction
exists between true transparency (intrinsic interpretability)—models
that are understandable by design, such as decision trees, rule-based
systems, and linear models—and post-hoc explainability, which ap-
plies additional techniques to clarify complex black-box models
after training. These methods may be model-specific, designed
for a particular architecture, or model-agnostic, applicable across
different models without access to internal parameters. They can
also be categorized as intrinsic (interpretable by structure) or

extrinsic/post-hoc (requiring explanation tools after training),
and further divided into local explanations, which clarify individ-
ual predictions, or global explanations, which describe overall
model behaviour. Common post-hoc techniques in cybersecurity
include LIME, SHAP, global surrogate models, feature attribution
methods, and counterfactual explanations.

Figure 2: An overview diagram showing the categorization
of XAI in different aspects [12] .

2.2 Interpretability Differences
Explanation methods can also be grouped by the different outcomes
of interpretability, which help differentiate how these techniques
provide insight into model behaviour [6].

The most common one being feature explainablity, feature
explainbility can come frommany different methods but namely Lo-
cal Interpretable Model-agnostic Explanations (LIME) and SHapley
Additive exPlanations(SHAP), the goal of this method is to describe
decision in text form to help describe decisions telling you what
exactly is output and how it got to the conclusion.

Another category and the focus of this paper is feature sum-
mary statistics (global, model-agnostic). These types of tech-
niques generate quantitative summaries of how each feature affects
model predictions, including feature importance measures and sta-
tistics that capture interaction strength between variables. Another
important category is feature summary visualizations(model-
agnostic), which provide qualitative insights that may not be mean-
ingfully represented in tabular form. These visual tools aim to
reveal what a model has learned. Included in this category are Par-
tial Dependence Plots (PDPs) that illustrate the marginal effect of
a feature on the predicted outcome for both linear and non-linear
relationships. PDP variants include Individual Conditional Expec-
tation (ICE) plots, which show prediction effects at the individual
instance level, and Accumulated Local Effects (ALE) plots, which
offer more reliable interpretations when features are correlated.
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Together, these structured approaches enhance transparency and
interpretability in AI-driven cybersecurity systems by making com-
plex model behaviour more understandable and actionable.

2.3 XAI Motivations
Beyond methodological classification, these approaches support
four widely recognized motivations for XAI: explain to justify (pro-
viding defensible reasoning behind security decisions), explain to
control (enabling oversight, auditing, and governance), explain to
improve (facilitating debugging, bias detection, and model refine-
ment), and explain to discover (revealing new threat patterns or
hidden feature relationships) [1]. Together, these structured meth-
ods aim to reduce the trade-off between predictive accuracy and
explainability, ensuring that AI-powered cybersecurity systems
remain not only high-performing but also accountable, auditable,
controllable, and strategically trustworthy.

3 CHOSEN METHODS
3.1 Partial Dependence Plots (PDPs)
PDPs are widely used feature-effect visualization techniques within
XAI, particularly in cybersecurity domains such as intrusion detec-
tion, malware analysis, and IoT threat monitoring. They provide a
global, model-agnostic interpretation by estimating the marginal
effect of one (or two) features on a model’s predictions while averag-
ing over the joint distribution of all other variables. In cybersecurity
applications, this enables analysts to understand overall behavioural
trends learned by a model. For example, how increasing failed login
attempts, unusual port activity, or abnormal packet rates influence
predicted compromise risk. As a result, PDPs are frequently used
to support model validation, documentation, and governance ef-
forts, helping justify automated alerts and improve transparency
in security operations [2, 5, 9].

PDPs arewidely used in cybersecurity as a global, model-agnostic
interpretability technique for understanding how specific features
influence machine learning predictions in applications such as in-
trusion detection, malware analysis, and IoT security monitoring.
By estimating the marginal effect of key variables—such as packet
rate, login attempts, or connection duration—on predicted threat
likelihood, PDPs provide high-level transparency into model be-
havior and support analyst validation and governance efforts [2, 9].
However, because cybersecurity data often contains correlated fea-
tures and complex attack interactions, PDPs may obscure subgroup-
specific dynamics due to their averaging mechanism [5]. Despite
this limitation, PDPs remain valuable for global model interpreta-
tion and strengthening transparency in AI-driven cybersecurity
systems [7].

3.2 Individual Conditional Expectation (ICE)
ICE plots are a local, model-agnostic interpretability method used
in XAI to understand how individual data instances influence a
model’s predictions. These plots generate a separate curve for each
observation, illustrating how that specific instance’s predicted out-
come changes as a selected feature varies while all other features
remain fixed [5]. This instance-level visualization enables analysts
to examine prediction sensitivity and uncover heterogeneity that
global summary methods may mask. In cybersecurity research, ICE

plots are increasingly integrated into explainable intrusion detec-
tion and malware analysis frameworks to enhance transparency
and operational trust. This means that ICE shows whether the
model behaves consistently across cases—or whether it is driven
by a subset of high-leverage instances that may correspond to a
particular campaign, environment, or artifact of the dataset [2, 11]

In cybersecurity applications—such as intrusion detection, mal-
ware classification, and IoT security monitoring—ICE plots are par-
ticularly valuable because attack behaviors are often diverse and
context-dependent. Different network segments, device types, or at-
tack campaigns may exhibit distinct response patterns to the same
feature. ICE enables analysts to visualize how individual sessions
or threat instances respond to variables such as packet frequency,
connection duration, or authentication attempts, thereby revealing
subgroup-specific model behavior [9] Contemporary XAI surveys
further emphasize that local explanation techniques like ICE im-
prove debugging, drift detection, and model validation in AI-driven
cybersecurity systems, strengthening reliability and accountability
in operational environments [7].

4 EXAMINING PDP AND ICE PERFORMANCES
4.1 Global versus Local Explanations
PDPs and ICE plots differ fundamentally in their scope of interpre-
tation, and this distinction has important implications for how each
model’s behaviour is understood.

Figure 3: Partial Dependence Plot[8] .

4.1.1 PDPs. are best at providing a more general understanding
provide a global explanation by estimating the average marginal
effect of a feature on model predictions across the entire dataset.
This means that the resulting curve reflects the overall trend the
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model has learned, smoothing out individual variability. The ad-
vantage of this global view is clarity: PDPs offer a stable, easy-
to-communicate summary of how a feature generally influences
predictions, which is particularly useful for governance, report-
ing, and high-level validation. However, this averaging process can
conceal heterogeneity. If different subgroups in the data respond
differently to the same feature, PDPs may mask those variations,
potentially leading to overconfident or oversimplified interpreta-
tions [7]. For example, Figure 3 uses a PD plot to show the effect
of a credit score on predictions.

4.1.2 ICE. plots, on the other hand, provide a local explanation
by generating a separate curve for each instance, showing how that
specific observation’s prediction changes as a feature varies. This
instance-level granularity allows analysts to detect whether the
model behaves consistently across the population or whether dis-
tinct sub-patterns exist. The impact of this local perspective is signif-
icant: ICE can reveal interaction effects, subgroup behaviours, and
hidden model sensitivities that global summaries overlook. For ex-
ample, in cybersecurity contexts, different attack types may exhibit
different response patterns to the same network feature—variations
that a PDP would average away but ICE would clearly expose [11].
However, ICE also has limitations. It can only display one feature
at a time, making multi-feature interaction analysis less straight-
forward without additional methods. Furthermore, similar to PDPs,
ICE may produce invalid or unrealistic data points when the fea-
ture of interest is strongly correlated with another feature, since
altering one feature independently can create combinations that
do not naturally occur in the dataset [7]. Additionally, ICE plots
can become visually cluttered when many instances are displayed,
reducing interpretability without aggregation techniques. Below in
Figure 4 is an example of the clutter, as seen, which creates hard
readability for the readers.

Figure 4: Partial Dependence Plot[8] .

4.1.3 Comparison: Overall, the global nature of PDPs makes them
effective for summarizing broad model behaviour and supporting
strategic oversight, while the local nature of ICE provides deeper
diagnostic insight into model consistency and subgroup dynamics.
The choice between them—and often the decision to use them
together—depends on whether the goal is high-level explanation
or detailed behavioural analysis.

5 RECOMMENDATIONS & FUTUREWORK
PDPs strengths are it scalability, being able visualize instances with-
out a coded limit, making them effective summarizing broad model
behaviours and support strategic oversights. Yet, they have a few
draw backs of averaging out the data making each instance lose
their individual depth. ICE, on the other hand, provides a deeper
insight into models features consistently. But the main draw back
is the lack of scalability, ICE plots can only display one instance [5].
Therefore our recommendation is combining both ICE and PDP
into one Feature summary tool because ICE Plots and PDPs cover
each others weakness, ICE Plots can be used to focus in on any
one instance that seems awry when showed through PDPs, this
would cover PDP’ weakness of generalizing instances by focusing
on them. The same would be for ICE, ICE struggling with scalability,
it can be fixed with PDPs’ ability to output multiple instances at the
same time. This tool would be powerful, being able to visualize and
explain decisions on a graph digestible for anyone we believe that
this tool could be vital in advancing cybersecurity. Our suggestions
of our future work is to further research aninto the combinations
of PDP and ICE especially in cybersecurity. We believe that the
niche of this combination in cybersecurity is a lost opportunity to
make Explainability quick and accessible. Lastly, we want to further
expand current XAI practices by integrating feature explainabil-
ity with other interpretability models such as Local-Interpretable
Model-agnostic Explanations (LIME) and SHapley Additive exPla-
nations(SHAP), to provide a more in-depth analysis for the more
experienced user as well.

6 CONCLUSION
Throughout this paper we explained both the what and why of why
XAI,is the best next new step into cybersecurity. XAI’s integration
into the cyber world will increase efficiency by reducing the un-
certainty, that AI decisions will lead to, with the black box models
needed currently to produce results with depth. In this paper we
covered, the important methodologies needed to help explain AI
models decisions, Partial Dependence Plots (PDP) and Individual
Conditional Expectation (ICE) whose interpretability is focused in
feature summary visualization giving detailed graphs to explain
decisions. The recommendations focused on the potential combi-
nation of PDP and ICE into the same Explainable graph, giving
the benefits of PDPs scalability to see all of the attacks, while also
bringing in the benefits of ICEs more detailed examination on every
instance making a dangerous combination by putting both together
to cover each other weakness. Lastly we spoke about the future
work that we plan to do by combining these feature summary visu-
alizations with the feature explanations models, LIME and SHAP to
provide both in-depth visual look for quick analysis and for general
understanding and explanation models for a more in-depth look
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and for the more experience cybersecurity analysts. Explainable AI,
is truly the next step in the advancement into integrating artificial
intelligence into cybersecurity. And feature summary visualization,
will be the new way to make more digestible information for those
not as deeply intertwined with cybersecurity.
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