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performance drop (A = 0).

Dataset Used the CIC-IDS-2017 dataset (Friday PortScan file) because it reflects Diversity: Label distributions were consistent across real and synthetic datasets. KDE plots
both real network activity and multiple types of cyberattacks. The full dataset confirmed that CTGAN successfully learned the underlying data patterns without simply
contains 286,467 records and 79 features. A random sample of 5,000 records was repeating original samples.
used for efficient model training. Privacy: Nearest neighbor distances computed in normalized feature space confirmed that

» Generate high-quality synthetic datasets using GAN-based models (CTGAN). PIl Detection Applied keyword-based pattern matching to locate personal data fields. In this synthetic records are not copies of real data, with no exact duplicates found.
« Validate synthetic data on utility, diversity, and privacy metrics. dataset, Source IP, Destination IP, and Timestamp were identified as PII. Other common PII PCA Projection: Overlapping clusters of real and synthetic data in 2D feature space confirm

« Enable secure data sharing for IDS research without compromising sensitive information. types (MAC addresses, hostnames, URLs) were checked but were not present, as this CSV that synthetic data is statistically representative of the original dataset.
is a pre-processed feature extraction output from CICFlowMeter.

Objective

» Remove personally identifiable information (PII) from network datasets while maintaining their
utility for research.

Anonymization:
» Tokenization — replaced sensitive values with coded labels (e.g., IP_001).
» Generalization — converted specific timestamps to date-level granularity.
» Drop strategy — PII columns were removed entirely before any model training.

Conclusion & Future Plans

Pipeline

Synthetic data generation successfully preserved model performance with minimal accuracy drop (A = 0),
confirming it as a viable privacy-safe substitute for real network traffic data in IDS research.

Synthetic Data Generation CTGAN was trained on the preprocessed dataset for 300
Privacy was validated through nearest neighbor distances in normalized feature space, confirming no exact

epochs to learn the statistical distributions of real network traffic. The Label column was

( h ( N h copies of real records exist in the synthetic dataset.

Future work will explore advanced generative models such as Graph Neural Networks and diffusion models

to improve synthetic data quality across all 79 features.

« Automated end-to-end pipelines and better handling of rare attack class imbalance will be prioritized to make
the framework more robust and deployable in real-world IDS systems.

treated as a discrete variable. After training, 4,994 synthetic samples were generated
matching the size of the real dataset.

Evaluation
« Ultility : trained two Random Forest classifiers (one on real data, one on synthetic data)
and compared accuracy on a shared held-out real test set to detect any performance
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